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Title : Check Point Security Administration NGX

1. Which SmartConsole tool would you use to verify the installed Security Policy name?

Select the best response.

A. SmartUpdate

B. SmartView Monitor

C. Eventia Reporter

D. SmartView Status

Answer: B
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2. Configure the gateway object with the host name and IP addresses for the remote site.
4. Click the Communication button in the gateway object's general screen, enter the activation key, and click Initialize and OK. 

5. Install the Security Policy.

Select the best response.

A. 1, 3, 2, 4, 5

B. 2, 3, 1, 4, 5

C. 3, 4, 5

D. 1, 2, 4, 3

Answer: C

3. Your current security scenario gives you the option to choose between a stand-alone installation or a distributed installation. Which of 

the following statements is TRUE for a stand-alone installation?

Select the best response.

A. You have the option to install a secondary SmartCenter Server.

B. Clientless VPN would not work in a distributed installation.

C. You cannot install HFA's on the Security Gateway via SmartUpdate.

D. You are forced to use Windows as operating system.

Answer: C

4. The third shift Administrator was updating SmartCenter Access settings in Global Properties. He managed to lock all of the 

administrators out of their accounts. How can you unlock these accounts?

Select the best response.

A. Type fwm lock_admin ua from the command line of the SmartCenter Server.

B. Type fwm unlock_admin ua from the command line of the SmartCenter Server.

C. Type fwm unlock_admin ua from the command line of the Security Gateway.

D. Clear the "locked" box of the user's General Properties in SmartDashboard.

Answer: A

5. Your current security scenario gives you the option to choose between a stand-alone installation or a distributed installation. Which of 

the following statements is TRUE for distributed installation?

Select the best response.

A. You have the option to install a secondary SmartCenter Server.

B. You are forced to use Windows as operating system.

C. You cannot install HFA's on the Security Gateway via SmartUpdate.

D. Clientless VPN would not work in a distributed installation.

Answer: A

6. Click the Communication button in the gateway object's general screen, enter the activation key, and click Initialize and OK. 

5. Install the Security Policy.

Select the best response.

A. 1, 3, 2, 4, 5

B. 2, 3, 1, 4, 5

C. 3, 4, 5

D. 1, 2, 4, 3

Answer: C

7. Your current security scenario gives you the option to choose between a stand-alone installation or a distributed installation. Which of 

the following factors would cause you to decide in favour of the distributed installation?

Select the best response.

A. You are required to use Clientless VPN.

B. You are required to use Windows as operating system.

C. You are required to use as few hardware resources as possible.

D. You are required to install HFA's on the Security Gateway via SmartUpdate.

Answer: D

8. What is the reason?

A. No Security Policy installed on the Security Gateway

B. No Secure Internal Communications established between the SmartCenter Server and Security Gateway

C. Time not synchronized between the SmartCenter Server and Security Gateway

D. Version mismatch between the SmartCenter Server and Security Gateway

Answer: A

 

 
  

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 
    

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

   

    

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

      

       

                    

                    

                    

      

  

            

     

                      

                    

          

  

        

        

            



      

 

   

  

  

  

   

     

 

   

        
  

   

     

   

 

   
 

  

  

     

   

 

 

 

 

 

 

 

 
  

 

 

 

 

 

 

 

   

   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

   

 

 

 

 

 

 

 

  

 

 

 

 

 

 

 

   

 

 

 

 

 

 

 

 

 

 

 

 

 

9. Initialize SIC for the Gateway object on the SmartCenter Server.

3. Configure the gateway object with the host name and IP addresses for the remote site.
4. Click the Communication button in the gateway object's general screen, enter the activation key, and click Initialize and OK. 

5. Install the Security Policy.

Select the best response.

A. 1, 3, 2, 4, 5

B. 2, 3, 1, 4, 5

C. 3, 4, 5

D. 1, 2, 4, 3

Answer: C

10. How can you reset the password of the Security Administrator, which was created during initial installation of the SmartCenter Server 

on SecurePlatform?

Select the best response.
A. Export the user database into an ASCII file with fwm dbexport. Open this file with an editor, and delete the "Password" portion of the file. 

Then log in to the account without password. You will be prompted to assign a new password.

B. Type cpm a, and provide the existing administration account name. Reset the Security Administrator's password.

C. Launch cpconfig and delete the Administrator's account. Recreate the account with the same name.

D. Launch SmartDashboard, click the admin user account, and overwrite the existing Check Point Password.

Answer: C

11. You are installing a SmartCenter server. Your security plan calls for three administrators for this particular server. How many can you 

create during installation?

Select the best response.

A. As many as you want
B. Only one with full access and one with read-only access 

C. Depends on the license installed on the SmartCenter Server

D. Only one

Answer: D

12. The Internal Certificate Authority (ICA) is corrupt on your SmartCenter Server. The server is installed on a SecurePlatform machine in 

the MegaCorp home office. You use IP address 10.1.1.1. You need to have management connectivity restored to a Security Gateway on a 

second SecurePlatform computer, which plan to ship to another Administrator at a MegaCorp hub office. What is the correct order for 

restoring management connectivity on the Gateway before shipping it?

1. Run cpconfig on the Gateway, select "Secure Internal Communication", enter the activation key, and reconfirm.

2. Run fwm sic reset on the SmartCenter Server.

3. Configure the gateway object with the host name and IP addresses for the remote site.
4. Click the Communication button in the gateway object's general screen, click Reset button, enter the activation key, and click Initialize 

and OK.

5. Install the Security Policy.

Select the best response.

A. 2, 1, 4, 5

B. 2, 3, 1, 4, 5

C. 1, 2, 3, 4

D. 1, 3, 2, 4, 5

Answer: A

13. You installed SmartCenter Server on a computer running SecurePlatform in the MegaCorp home office. You use IP address 10. You 

also installed the Security Gateway on a second SecurePlatform computer, which you plan to ship to another Administrator at a MegaCorp 

hub office. What is the correct order for setting up SIC on the Gateway before shipping it?

1. Run cpconfig on the Gateway, select "Secure Internal Communication", enter the activation key, and reconfirm.

2. Initialize SIC for the Gateway object on the SmartCenter Server.

3. Configure the gateway object with the host name and IP addresses for the remote site.
4. Click the Communication button in the gateway object's general screen, enter the activation key, and click Initialize and OK. 

5. Install the Security Policy.

Select the best response.

A. 1, 3, 2, 4, 5

B. 2, 3, 1, 4, 5

C. 3, 4, 5

D. 1, 2, 4, 3

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

   

    

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

      

       

                    

                    

                    

      

  

            

     

                      

                    

          

  

        

        

            



      

 

   

  

  

  

   

     

 

   

        
  

   

     

   

 

   
 

  

  

     

   

 

 

 

 

 

 

 

 
  

 

 

 

 

 

 

 

   

   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

   

 

 

 

 

 

 

 

  

 

 

 

 

 

 

 

   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
  

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 
    

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
  

 

 

 

 

 

 

Answer: C

14. Install the Security Policy.

Select the best response.

A. 1, 3, 2, 4, 5

B. 2, 3, 1, 4, 5

C. 3, 4, 5

D. 1, 2, 4, 3

Answer: C

15. Which SmartConsole tool would you use to verify the installed Security Policy name?

Select the best response.

A. Eventia Reporter

B. SmartView Status

C. SmartView Server

D. SmartView Monitor

E. SmartUpdate

Answer: D

16. Which SmartConsole tool would you use to see the last policy pushed in the audit log?

Select the best response.

A. SmartView Status

B. SmartView Server

C. SmartView Tracker

D. Eventia Reporter

Answer: C

17. Upon checking SmartView Monitor, you find the following Critical Problem notification.

Select the best response.

A. No Security Policy installed on the Security Gateway

B. No Secure Internal Communications established between the SmartCenter Server and Security Gateway

C. Time not synchronized between the SmartCenter Server and Security Gateway

D. Version mismatch between the SmartCenter Server and Security Gateway

Answer: A

18. The third shift Administrator was updating SmartCenter Access settings in Global Properties. He managed to lock himself out of his 

account. How can you unlock this account?

Select the best response.

A. Type fwm lock_admin u from the command line of the SmartCenter Server.

B. Type fwm unlock_admin u from the command line of the Security Gateway.

C. Delete the file admin.lock in the $FWDIR/tmp/ directory of the SmartCenter Server.

D. Type fwm unlock_admin u from the command line of the SmartCenter Server.

Answer: A

19. Your current security scenario gives you the option to choose between a stand-alone installation or a distributed installation. Which of 

the following factors would cause you to decide in favour of the stand-alone installation? 

Select the best response.

A. You are required to use as few hardware resources as possible.

B. You are required to use Clientless VPN.

C. You are required to use Windows as operating system.

D. You are required to install HFA's on the Security Gateway via SmartUpdate.

Answer: A

20. How can you reset the password of the Security Administrator, which was created during initial installation of the SmartCenter Server 

on SecurePlatform?

Select the best response.

A. Type fwm a, and provide the existing administration account name. Reset the Security Administrator's password.

B. Launch SmartDashboard, click the admin user account, and overwrite the existing Check Point Password.
C. Export the user database into an ASCII file with fwm dbexport. Open this file with an editor, and delete the "Password" portion of the file. 

Then log in to the account without password. You will be prompted to assign a new password.

D. Launch cpunload and delete the Administrator's account. Recreate the account with the same name.

 

      

       

                    

                    

                    

      

  

            

     

                      

                    

          

  

        

        

            



      

 

   

  

  

  

   

     

 

   

        
  

   

     

   

 

   
 

  

  

     

   

 

 

 

 

 

 

 

 
  

 

 

 

 

 

 

 

   

   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

   

 

 

 

 

 

 

 

  

 

 

 

 

 

 

 

   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
  

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 
    

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

   

    

 

 

 

 

 

 

 

 

 

 

 
 

 

 

Answer: A
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