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1. What are the two benefits of having desktop-to-Internet access protection with unified management? (Choose two.)
A. implementation on a device-by-device basis

B. reduced downtime and failure

C. mitigated security threats

D. improved network management capabilities

E. increased productivity and converged network senices

Answer: CE

2. What are three benefits of having a security policy in place? (Choose three.)
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. reduced risk

. reduced downtime and failure
. mitigated security threats

. improved operational efficiency
. high availability
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. increased senices benefits
Answer: ABC

3. Which type of software would the Cisco Catalyst 2950 Series switches use to deliver intelligent senices to networks that require
additional security, advanced QoS, and high availability?

A. Enhanced Image

B. Standard Image

C. Cisco IOS software

D. Enhanced Multilayer Software Image

Answer: A

4. How can mobile devices and wireless networks be secured?

A. by securely deploying new applications with appropriate performance levels
B. by extending a control point onto mobile devices

C. by looking subjectively at network traffic for abnormal flows of behavior

D. by requiring a host-based hardware application

Answer: B

5. In which two ways does an integrated security solution reduce TCO? (Choose two.)
A. by enabling businesses to leverage investments in the network

B. by spending less time addressing attacks

C. by enforcing policy compliance

D. through admission control

Answer: AD

6. The Cisco Catalyst 4500 Series of switches supports which two features? (Choose two.)
. Enhanced Multilayer Software Image

. connectivity to multiple types of WAN connections

. Cisco IP Telephony CallManager

. routing at Layer 3 of the OSI model
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. integrated PoE distribution
Answer: DE

7. What best describes the features of the Cisco 850 Series routers?

A. integrates data, security, and wireless

B. integrates data, security, wireless, and application optimization

C. integrates wice, data, security, wireless, and application optimization
D. integrates data and wireless

Answer: A

8. Which statement best describes the benefits of Cisco Integrated Senices Routers?

A. In a single device, ISRs provide threat defense against attacks from hackers and viruses that can occur in the network.
B. In a single device, ISRs provide the framework to integrate and extend wired and wireless networks.

C. In a single device, ISRs provide concurrent security, wice, data, wireless, and

application optimization senices.

D. In a single device, ISRs provide the common fabric, functionality, and CLI across the network.

Answer: C

9. Which two business needs are reasons that you might want to recommend a Cisco Integrated Senices Router? (Choose two.)
. high-bandwidth, innovative applications such as IP video

. a predominantly telecommuter workforce

. connecting the LAN to a senice provider WAN

. an emphasis on performance and security for e-business
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. arobust LAN intrusion detection system
Answer: AD



10. You are meeting with the business manager of a large accounting firm. The firm was recently attacked by an employee who sold
information from confidential customer files.

Which Cisco SDN topic should you discuss with this customer?

A. reduced downtime and failure

B. mitigated security threats

C. improved operational efficiency

D. high availability

Answer: B

11. How does the Cisco Security Agent proactively stop both known and unknown attacks?
A. It reverse engineers and documents the attack.

B. It looks subjectively at network traffic for abnormal flows of behavior.

C. It creates a signature and updates the network security policies.

D. It actively monitors all winerable areas of the network.

Answer: B

12. Which series of Cisco Catalyst switches provides DSCP?
A. Cisco Catalyst 3550 Series switches

B. Cisco Catalyst 3750 Series switches

C. Cisco Catalyst 4500 Series switches

D. Cisco Catalyst 6500 Series switches

Answer: A

13. IP communications, wireless, and security work best as an integrated system within the network infrastructure. Which two statements
best describe the benefits of an intelligent, integrated network? (Choose two.)

A. An intelligent, integrated network will make the top of the network infrastructure more efficient.

B. An intelligent, integrated network will adapt to new technology without adding complexity.

C. An intelligent, integrated network will add an application-level approach.

D. An intelligent, integrated network will help to manage the escalating costs of systems.

Answer: BD

14. You are meeting with a customer who is concerned about improving employee productivity. What are two ways that you should
position the Cisco SDN with this customer? (Choose two.)

A. A Cisco Integrated Security Solution uses the Cisco IIN to form a layered and integrated network of protection that enables the
enforcement of security policies throughout the infrastructure.

B. A Cisco Integrated Security Solution provides software tools that allow customers to centrally manage their network security policies.
C. In contrast to point products, the Cisco SDN is a system of defense that leverages the ubiquitous sensing and control capabilities of the
network. Each part communicates with the other to strengthen protection across the entire infrastructure.

D. A Cisco Integrated Security Solution enables barriers that serve as both physical and virtual protection against possible threats.
Security barriers include firewalls, authentication products, access control products, and tunneling and encryption techniques.

Answer: AB

15. Which type of security will allow businesses to focus on achieving business goals?
A. point-product security

B. endpoint security

C. network infrastructure security

D. secure access and threat defense

Answer: C

16. Both the Cisco Catalyst 4500 and 6500 Series switches provide multilayer switching, enhanced network speed, and QoS for high-
quality wice and video communications. These capabilities make the switches especially well suited to accommodate which area?
A. wireless LAN management

B. broadband networks

C. conwerged networks

D. distributed LAN connectivity

Answer: C

17. Network integration helps to build a powerful business foundation. Which approach does Cisco use to integrate applications and
senices across the network infrastructure?
A. application-level

B. systems-level



C. policy-level
D. advanced senices

Answer: B

18. Which Cisco Catalyst switches fit in the access area?

A. Cisco Catalyst 2900 Series, Catalyst 7300 Series, and Catalyst 8000 Series
B. Cisco Catalyst 2900 Series, Catalyst 3700 Series, and Catalyst 4500 Series
C. Cisco Catalyst 2700 Series, Catalyst 7300 Series, and Catalyst 8000 Series
D. Cisco Catalyst 2700 Series, Catalyst 3700 Series, and Catalyst 4500 Series
Answer: B

19. What would be able to handle IP telephony and e-business applications concurrently?
A. Cisco Catalyst switches

B. Cisco SOHO routers

C. Cisco 7000 Series WAN edge routers

D. Cisco Integrated Senices Routers

Answer: D

20. You are meeting with a customer who is concerned about high availability. What are two ways that you should position the Cisco SDN
with this customer? (Choose two.)

A. A Cisco Integrated Security Solution protects the business processes of an organization. Companies can take advantage of the network
intelligence by improving business processes and cutting costs.

B. A Cisco Integrated Security Solution enables barriers that serve as both physical and virtual protection against possible threats.
Security barriers include firewalls, authentication products, access control products, and tunneling and encryption techniques.

C. In contrast to point products, the Cisco SDN is a system of defense that leverages the ubiquitous sensing and control capabilities of the
network. Each part communicates with the other to strengthen protection across the entire infrastructure.

D. A Cisco Integrated Security Solution uses the Cisco IIN to form a layered and integrated network of protection that enables the
enforcement of security policies throughout the infrastructure.

Answer: B C
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