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Exam : Juniper JN0-561

Title : Juniper Networks Certified Internet Assoc(JNCIA-SSL) Exam

1. Which two statements about TLS are true? (Choose two.)

A.TLS is a descendent of SSL 3.0.

B.It is not supported on the OpenSSL engine.

C.It is the only transport protocol used by the IVE.

D.It supports legacy SSL while codifying additional behaviors.

Answer: AD

2. Where is the IVE typically deployed in the network?

A.behind the Internet firewall
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B.internally with all clients directly cabled to the IVE

C.both interfaces on the outside of the Internet firewall in Transparent Mode

D.parallel to the Internet firewall with one interface on the outside and one on the inside

Answer: A

3. When using W-SAM, which statement is true about client privileges? (Choose two.)

A.The user needs Administrator privileges to download the ActiveX control.
B.The user needs Administrator privileges to download W-SAM via the Java delivery mechanism. 

C.The user needs Administrator privileges in order for the IVE to interface with the client LSP and manipulate traffic.
D.The user needs Administrator privileges in order for the IVE to automatically install Secure Application Manager on the client. 

Answer: AD

4. What is the function of SSL?

A.encrypts data on the client's hard drive

B.allows anonymous file transfer over the Internet

C.protects clients from viruses and worms in email

D.negotiates encryption keys and authenticates the server

Answer: D

5. Which three statements about SSL VPNs are true? (Choose three.)

A.SSL VPNs are simple to deploy.
B.SSL VPNs provide a dedicated, always-on connection. 

C.SSL VPNs provide high performance for individual connections.
D.SSL VPNs use well-known technologies for secure individual connections. 

Answer: ACD

6. Which three statements about IPSec VPNs are true? (Choose three.)

A.IPSec VPNs are simple to deploy.
B.IPSec VPNs are standards-based. 

C.IPSec VPNs provide a dedicated, always-on connection. 

D.IPSec encryption, data integrity, and authentication methods are well known.

Answer: BCD

7. Which filter properly searches an AD/NT server directory via LDAP for the user login name and compares it to the user's IVE login 

name?

A.cn=<USERNAME>

B.cn=<samaccountname>

C.samaccountname=<NAME>

D.samaccountname=<USERNAME>

Answer: D

8. What are two benefits of using SSL? (Choose two.)

A.The SSL client is included in all Web browsers.

B.SSL usually requires no client side configuration.

C.The SSL client is smaller than most IPSec clients, with half the options to configure than that of an IPSec client.

D.SSL outperforms IPSec on every level because it operates at the network layer rather than the application layer.

Answer: AB

9. Which three statements about a Server Certificate are true? (Choose three.)

A.It is required for HTTP to function.

B.It allows visitors to the server to authenticate its identity.

C.It is a digital document that vouches for the identity of the server.

D.It contains information about the server itself and the organization that owns the server.
E.It is an electronic "drivers license" that establishes client credentials when doing business or other transactions on the Web. 

Answer: BCD

10. Which Role-Based Session option would an administrator configure to allow a user to connect from different source IP addresses 

within the same user session?

A.roaming session

B.persistent session

C.persistent password caching
    

 

 

 

 

 
  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
    

 

 

 

 

 

 
 

 
 

 
 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

      

       

                    

                    

                    

                    

     

                    

                    

                    

                    



      

 

   

    

  

  

   

     

 

   

         

 

   

     

   

   
 

  

  

     

     

 

 

 

 

 

 

 

 

 

 

 

 

   

 
    

 
  

 

 

 

 

 

 

 

 

 
    

 
    

 

 

 
    

    

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
  

 

   

 

 

 

 
D.browser request follow-through 

Answer: A

11. Which statement is true about the IVE deployment option Two arm, DMZ?

A.The external interface is plugged into the DMZ and the internal interface is plugged into the internal LAN.

B.The internal interface is plugged into the internal LAN, behind a firewall with only SSL allowed to the IVE.

C.The external interface is plugged into an external DMZ and the internal interface is plugged into an internal DMZ.
D.The external interface is plugged into the external network without a firewall and the internal interface is plugged into the internal LAN. 

Answer: A

12. Which two types of Digital Certificates are used by the IVE? (Choose two.)

A.Client Certificates

B.LDAP Certificates

C.Server Certificates

D.RADIUS Certificates

Answer: AC

13. What is a disadvantage of using Client Server Application Layer Access?

A.has limited auditing

B.has only TCP/IP level authorization

C.has operating system and/or JVM compatibility issues

D.has limited resource access to enterprise Web applications and resources

Answer: C

14. You have just created a resource policy for file access.

What is the default action?

A.allow access

B.deny access

C.no default setting

D.refer to detailed rule

Answer: A

15. Which model does not support clustering?

A.SA700

B.SA2000

C.SA4000

D.SA6000

Answer: A

16. Which model has externally accessible, hot swappable hard drives?

A.SA700

B.SA2000

C.SA4000

D.SA6000

Answer: D

17. You need to create a very detailed log search, but you do not have Central Manager installed.

How would you accomplish this?
A.export the log and use third-party utility to search the file 

B.use dynamic logs and keep clicking on fields until you get as detailed as you need

C.use the Filter tab and create your query using the query field, then reference the Filter Variables Dictionary

D.use the edit query feature on the log screen and use the "?" to get access to the Filter Variables Dictionary

Answer: A

18. What are two functions performed by the Content Intermediation Engine? (Choose two.)

A.Parser: This function processes data streams into chunks that can be manipulated by the transformers.
B.Authorization: This function verifies the identity of users trying to access the IVE then forwards requests to the inside server using those 

credentials.
C.Authentication: This function verifies the identity of users trying to access the IVE and then intermediates requests to the inside server 

using those credentials.
D.Transformer: This function modifies the "chunked" data stream before it passes the data to the request handlers. Transformers modify 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

      

       

                    

                    

                    

                    

     

                    

                    

                    

                    



      

 

   

    

  

  

   

     

 

   

         

 

   

     

   

   
 

  

  

     

     

 

 

 

 

 

 

 

 

 

 

 

 

   

 
    

 
  

 

 

 

 

 

 

 

 

 
    

 
    

 

 

 
    

    

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
  

 

   

 

 

 

 
    

 

 

 

 

 
  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
    

 

 

 

 

 

 
 

 
 

 
 

internal URLs, HTML markup and scripts to refer to "virtual" URLs/markup/scripts sourced from the IVE appliance.

Answer: AD

19. What is a disadvantage of using Core Access?

A.has limited auditing

B.has no kiosk access

C.has limited resource access

D.requires administrator privileges on user machines to function

Answer: C

20. What are two benefits of using SSL? (Choose two.)

A.SSL is a session layer protocol so it has no NAT or firewall transversal issues.

B.Remote Access with SSL only requires a web browser on the client for basic access.

C.SSL is a network layer protocol so it provides easy access to large numbers of users with minimal configuration.
D.While SSL VPNs are more difficult to set up than IPSec VPNs, they are much faster and offer higher encryption rates than that of IPSec 

VPNs. r on the client.

Answer: AB
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